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Abstract: Cloud Computing is used to outsource the large
volume of and important data on the cloud remote server. To
provide the data confidentiality and privacy, the sensitive
cloud data have to be outsourced in encrypted format on
commercial public cloud. Traditional encryption techniques is
used to securely search over encrypted data through single
keyword search with rank score of the files also it supports the
multiple keyword search but the sum of relevance score of the
files is preserved and will not meet the effective data
utilization need and the requirement of the large number of
users and the large database. In this paper we solve the
problem of preserving sum of multiple keywords search files
ranking score. Also we enhance the ranking score of the files
which enhances the system usability by giving relevance
ranking instead of sending undifferentiated results. We
explore the statistical measure approach i.e. improved
relevance score , from the information retrieval to build the
index of files and develop the advanced ranking function and
the Advanced search to protect the sum of the sensitive score
information by improving the index structure. The resulting
design able to do the multiple keyword searches without losing
the privacy of the multiple keywords and prevent the sum of
the relevance score of multi-keyword from the server from
leakage. Through analysis this solution gives the strong
security guarantee for the compared to the previous
searchable encryption scheme for multi-keyword search using
OPM function. The experimental result demonstrates the
efficiency of the proposed solution, with it reduces the number
of distinct keywords and results in reduction of index size and
improves the relevance ranking score function and give the
most relevant document to users.
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L. INTRODUCTION

We are using the highly networked environment to store
the huge amounts of data in remote place, but the remote
servers and database holders may not be the trusted servers
or databases. There are many privacy issues related to
access the data from such servers two of them are:
sensitivity of i) keywords used in the search queries and ii)
the data relevant data retrieved by the user both need to be
hidden. As the data is very sensitive and the cloud servers
are not the trusted one, they may leak the information to the
unauthorized entity. so the data search keywords need to be
secured from the servers.

Today we need high storage and computation power
which tends to outsource their private and sensitive data
and services to clouds. Clouds enable customers to
remotely store and access their private data by minimizing
the cost of hardware ownership while providing robust and
fast services. To provide the privacy to the cloud data the
need to be encrypted and stored on the cloud servers. The
data utilization is the very challenging task when the data is
encrypted. The data owners may share their outsourced
data with the authorized users who are interested to retrieve
the specific data files. One of the ways to do this is to use
keyword based search which allows users to search the files
and retrieve it by using the plaintext search. Data
encryption restricts to the user to use plaintext keywords.
The keywords need to be encrypted and need to use
encrypted keyword search. Previous encryption search
allows data to be securely searched over cloud data. Our
aim is to achieve an efficient cloud system where any
authorized user can perform a search on a remote database
with multiple keywords, without showing to server neither
the keywords he searches for nor the contents of the
documents he retrieves.

This system is able to perform multiple keyword
searches in a single query and ranks the results so the user
can retrieve only the top matches and the time of users will
save in retrieving the unnecessary data. The relevance score
of the file need to secure from the server. Wang C.[2] uses
the one to many order preserving mapping to prevent the
file relevance score from the server for single keyword
search. If we need to use the multiple keyword search then
the sum of the relevance score of the files need to be
calculated to retrieve the files. The need is to prevent the
sum of the relevance score of the files for the multiple
keywords. So the proposed system is able prevent the sum
of the relevance score of the multiple keyword files. So to
achieve the Secure multiple keyword search by improving
the index creation function and to improve the Ranking
function which prevents the leakage of the relevance score
of files and enhances the relevance score. The proposed
system improved the index for multi-keyword search, it
also reduces the number of distinct keywords and we use
multilevel indexing to save the searching time and the to
give the advanced ranking of the document.

3165



Amol D. Sawant et al, / (IJCSIT) International Journal of Computer Science and Information Technologies, Vol. 5 (3) , 2014, 3165 - 3169

1. LITERATURE SURVEY

The problem of the multi-keyword search is to provide
relevance score for file considering the multiple keywords
and the searching time is required more. The Gengiz and
Savas [1] have produced the TF and IDF for calculating
total relevance score is not efficient score ranking function
for multi-keywords and is unable to implement the multi-
keyword disjunctive Boolean operation. The index also
contains the single keyword file score. For every file one
new index is required so to search the index need to all the
indexes that requires the more time. So need to improve the
index structure and the relevance ranking function. Wang
C.[2] uses the one to many order preserving mapping to
prevent the file relevance score from the server for single
keyword search. If we need to use the multiple keyword
search then the sum of the relevance score of the files need
to be calculated to retrieve the files. The need is to prevent
the sum of the relevance score of the files for the multiple
keywords. So we improve the indexing and ranking
function to prevent the sum of score of multiple keywords.
We improves the system for multi-keyword search in terms
of the time to search and the advanced relevance score.

1. DETAILS OF DESSERTATION WORK

A. System Architecture.
The problem of keyword search on cloud server is that the
server may know the search terms and the privacy of the
keyword will not be secure. The search should be done in
encrypted format and the data should be stored in encrypted
format. The encryption keys should not known to the
database server. There are three roles in this system
architecture are as follows:

e Data owner, who is actual database owner creates the
database and is unable to handle the database, so he
stores the data in encrypted format on the cloud server.

e Users, who are the authorized users of the data owner,
he uses the services provided by the data owner
through cloud server. Users search the data on cloud
server using the encrypted keywords and access the
data permitted by the data owner.

e Cloud Server, is a main cloud database server and
maintains the large amount of encrypted cloud storage
and handles the requests of the number of users and
provide the trusted service to the data owner and
makes the encrypted searching of the document and
the documents are retrieved.

The overview of the proposed system is illustrated in
Figurel. Assume that the parties are semi-honest and do not
collude with each other to bypass the security measures.

In Figure 1, the steps and the interaction between the
data owner, User and the cloud Server is illustrated as
follows. In the offline stage the data owner creates a search
index for each document and one index for all documents.
The index is encrypted using the secret keys and the
trapdoor is created and is shared between the data owner
and the authorised users. The Data owner encrypts the files,
Then he uploads these search index and the encrypted files
to the data server. The use of the encrypted keys provides
the security to the documents.

(VY\

f C] A Encrypted cloud database server
i

iy
1.Encrypted index
P D/\ \_)\‘) )

1.Encrypted files
4

“Kuerypted Search Request{query)

.
ﬂ~ 3. Trapdoor Authorized users
Diiti Qe 6. decryption keys l

Figure 1: Architecture For Encrypted Multi-keyword
Search System

This process is called the index generation and the
trapdoor generation as shown in figurel in step.1 and step.2
When a user wants to perform a keyword search, he first
connects to the data owner and request the trapdoor from
the data owner as in step.3 and it takes the trapdoor and
generated the encrypted query. As shown in step .4 the user
request the data from the cloud server. The cloud servers
makes the encrypted search and rank the corresponding
documents and send the encrypted result to the user as in
step.5 in figure 1. Then the user request the decryption keys
from the data owner as shown in the step.6 and get the
decryption keys for the files and decrypt the required files.
B. Domain and Index Creation
The Cong Wang [2] has used the one to much order
preserving technique to provide the privacy to the relevance
score of single keyword. The problem is to hide the sum of
the relevance score of the multiple keywords in multi-
keyword search. To do the multi-keyword search the sum
of the relevance score of keywords of files is preserved
from the server. To do the ranking of the multiple
keywords the server need to compute the sum of the
relevance score of each keyword and then comparing the
sum server will compute the ranking of files to show to
users. If the server knows the relevance score then it will
identify the pattern and the result is leakage of information
to server. So we use the relevance score preserving
algorithm for multi-keyword search.

The previous secure ranked multi-keyword search does
not provide the security to the sum of the relevance score.
so we use improve the index structure and the proposed
index contains the domains for the documents and the
levels of the index for correct math and the posting list of
files for each correct match and the documents are ordered
with encrypted relevance score. Our new contribution is to
improve the relevance score criteria of the file with
keyword and to improve the result of the ranking to the
user and user able to locate the relevance file that he need.
The domain and the index creation algorithm is as follows:
the improved index structure for the multi-keyword search
is as in figure. 2
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Domains Level 1 Level 2 level n
Wi+ .+Wn  Wl+..+Wn W1+ +Wn-1 W1+, +Wn-(n-1)
DIW1+..+DIWn| DI1W1+..+D1Wn DIW1+..+D1Wn
D1
FideSij | Fid#Sij| ....| Fid#Sij |Fid+Sij | Fid#Sij| Fid+Sij
S
D3
Di DiW1+...+DiWn | DiW1+...+DiWn DiW1+...+DiWn

Figure 2: Design of Domain Multi-level Index for Multi-
keyword Search

The index structure contains the domains and the each
domain contains the multilevel index level 1 to level n.
Level n index contains the single keyword index and its file
ids with corresponding ordered encrypted relevance scores.

C. Algorithm to create domain-index
Algorithm domain-Index (K, C)

1) CreateDomain()

a. Scan C with advanced IR techniques such as
stemming, stop words and case folding and find
the distinct keywords. W=(w1,w2,....,wm)

b. Find the domain using set of distinct keywords
and create the list of keywords and files for
every domain.

D1={(wd11,............. wd1n),(fd11,......fd1n)}

Di={(Wdil,......cc..... wdin),(fdid,......fdin)}

2) Encryptdomain()

a. Create HMAC and bit conversion of each
keywords and Create Index for the each
domain using the disjunctive OR
operation of the set of keywords.

(wdil,.............. wdin) for one domain.

3) CreateMulti-levellndex()
Create level 1 to level n index for the set of
domain keywords (wdil,.............. wdin)

level 1 ..disjunctive OR of ‘n” keywords
level 2 ..disjunctive OR of ‘n-1" keywords
leveln  ..disjunctive bR of ‘n-(n-1)” keywords

4) Build Posting List
For (each level.i=1...n)
For (j=1...n file)
Calculate the total relevance score Sij for
multi-keyword function and encrypt the
relevance score using one to many OPM
function

5) Secure Index
create(id)(Fi)|| OPMfz(wli)(Sij)
for all Level index L(Wi) 1<=i<=m
encrypt the all the entries with I' padding
0's <<0I k id(Fij) k OPMfz(Sij)>>

D. Mathematical Model for Relevance Score function

The relevance ranking function given by Cengiz and
Savas[1] is as follows which doesn’t consider the distance
between keywords. If the distance between the keywords is
more then the file is not more relevant for set of multi-
keywords. If the distance between the multiple keywords is
less then the file is more relevant and so the score of the
relevance is more. The old relevance ranking score function
is as follows:

1 N
Score(Q,Fd) = zteqa(l + InFd,t)In (1 +E) Q)

The improved new relevance ranking Score
improvement for multi-keyword search is as follows, which
calculates the sum of the distanced between the keywords,
which gives more relevance of the file.

Score(@QFd) = ) — (1+mmFdOin(14+~) -
A= OF Lgttrndasing Ft!T " dist(Qe.Qr +1)
e 2

where, Q denotes the search keywords, f4; denotes the the
TF of term t in file Fy, N denotes the total number of files.
Fq denotes the length of the file by counting number of
index terms. f; denotes the number of files contains the term
t,the dist(Q, Q 1) denotes the distance that is the number
of keywords between the t and t+1 distinct word.

The proposed module contains the three entities. The
data owner entity having following algorithms to generate
the improved index and to generate the improved relevance
ranking algorithm.

E. Multi-Keyword Searching Algorithm

Algorithm RankSearch(Di,Sq)

for (each Domain Di =1...1)
binarysearchdomain(di,Sq)
if(comparison success)
for (each level L =1...n)
if (perfect match)
return set of ranked file ids according to
the encrypted relevance score.
end for
end for
end RankSearch.

where, Di is the domain of the keywords, Sq is the query
index submitted by the user, L is the set of levels. The
above multi-keyword Rank Search algorithm gives the
perfect match for the multiple keywords with ranked
documents. The first comparison is made with the domain
from domain 1 to i. So i comparisons are required then the
depending on the number of keywords in a query the level
comparison is made. If there are n number of keywords
then 1 comparison is made and if one keyword is there then
n comparisons are required.
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v. RESULTS
Consider there are 1000 files in a collection of cloud, then
the comparison is shown in table 1.given bellow.
Number of File: 1000
Number of Levels: 10
Number of keywords in search query: 1
The number of comparisons required to rank search are
1010.

New index Searching is as follows:

Number of files: 1000

Number of Levels: 10

Number of keywords in search query: 1

The number of comparisons required to rank search are
110.

Type of | No. No. of No. of Number of

index of levels keywords | Comparisons
files

Old

index 1000 10 1 1010+more

search

New

g“?pose 1000 | 10 1 110

index

search

Table 1: Number of Comparisons for old index search and
the proposed index search.

The use of improved indexing algorithm reduces the

number of distinct keywords from the file, which inturn

reduced the size of the index and time of the index search.
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Figure 3: Result analysis of the create index for extracting
distinct keywords

As shown in figure.3 the number of distinct keywords
will reduces with increase in the file size.

As the distance between keywords increases the score
decreases that relevance reduces and the difference
between keywords decrease the score increases means the
more relevance file. In figure.4 shows the result if the
improved relevance score calculating function. As in figure
if the distance between the number of keywords is 5 the
score is 60 and above and if the distance is 25 the relevance
score is 10.
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Figure 4: Result Analysis for the calculating Score

V. CONCLUSION AND FURURE WORK

The previous ranked search is a single keyword search with
relevance score preserving. To produce the multi-keyword
search it is necessary to hide the relevance score when
ranking is done at server inside. We solve the problem of
privacy of the total relevance score of the file. We do the
ranking at the data owner in the index itself that results in
privacy of sum of the relevance rank score of files. This
advanced ranking of multi-keyword search is produced by
improving the index structure of files.

We also improve the relevance ranking function to
improve the total score of the file. The ranked search
function greatly enhances the relevance of the returned
result and it reduces the communication overhead, which is
highly desirable. The conjunctive normal search is
implemented to implement the multi-keyword search. The
test result will produce the reduction in the distinct
keywords using advanced IR techniques, also improves the
relevance ranking score of the files. As we are using the
multi-keyword search, search requires the more time than
single keyword search, here future enhancement can be to
reduce the search time.
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